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(57) ABSTRACT

This invention provides a system and method for selecting
and communicating a single disk (a “coredump disk™) for
use in a coredump procedure by a failed file server (or filer).
A selection method on the failed filer determines the “best
candidate” coredump disk according to a predetermined set
of criteria. For example, the available disks that can receive
coredump data are located and ordered so as to prefer disks
that best match the coredump data size requirement, are least
likely to be needed for normal service by the server; and
require the least preparation to receive coredump data.
Appropriate attributes on the selected coredump disk are
written to indicate that a coredump is in progress, and the
location of the coredump data. Upon reboot of the failed filer
(or takeover by a cluster partner), the coredump disk is
identified and the coredump data recovered by reading back
appropriate attributes.
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SYSTEM AND METHOD OF SELECTION AND
COMMUNICATION OF A DISK FOR STORAGE OF
A COREDUMP

RELATED APPLICATION

[0001] This application is a continuation of U.S. Ser. No.
10/764,773, filed by Loellyn J. Cassell et al. on Jan. 26,
2004, which is related to U.S. patent application Ser. No.
10/764,809 entitled SYSTEM AND METHOD FOR TAKE-
OVER OF PARTNER RESOURCES IN CONJUNCTION
WITH COREDUMP, filed on even date herewith, and is
incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention relates to file servers and
more particularly to the bulk transfer or “dump” of file
server memory contents for diagnostic purposes during a
panic or failure.

BACKGROUND OF THE INVENTION

File Servers

[0003] A file server (also termed herein “filer”) is a
computer that provides file services relating to the organi-
zation of information on storage devices, such as disks. A file
server or filer includes a storage operating system that
implements a file system to logically organize the informa-
tion as a hierarchical structure of directories and files on the
disks. Each “on-disk™ file may be implemented as a set of
data structures, e.g. disk blocks, configured to store infor-
mation, such as text. On the other hand, a directory may be
implemented as a specially formatted file in which informa-
tion about other files and directories are stored.

[0004] A filer may be configured to operate according to a
client/server model of information delivery to thereby allow
many clients to access files stored on a server, i.e., the filer.
In this model, the client may comprise an application, such
as a file system protocol, executing on a computer that
“connects” to the filer over a computer network, such as
point-to-point link, shared local area network (LLAN), wide
area network (WAN), or virtual private network (VPN)
implemented over a public network such as the internet.

[0005] One type of file system is a write-anywhere file
system that does not overwrite data on disks. If a data block
on disk is retrieved (read) from disk into memory and
“dirtied” with new data, the data block is stored (written) to
a new location on disk to thereby optimize write perfor-
mance. A write-anywhere file system may initially assume
an optimal layout such that the data is substantially contigu-
ously arranged on disks. The optimal disk layout results in
efficient access operations, particularly for sequential read
operations, directed to the disks. A particular example of a
write-anywhere file system that is configured to operate on
a filer is the Write Anywhere File Layout (WAFL™) file
system available from Network Appliance, Inc. of Sunny-
vale, Calif. The WAFL file system is implemented within a
microkernel as part of the overall protocol stack of the filer
and associated disk storage. This microkernel is supplied as
part of Network Appliance’s Data ONTAP™ storage oper-
ating system, residing on the filer that processes file-service
requests from network-attached clients.

[0006] As used herein, the term “storage operating sys-
tem” generally refers to the computer-executable code oper-
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able on a storage system that implements file system seman-
tics and manages data access. In this sense, Data ONTAP™
software is an example of such a storage operating system
implemented as a microkernel. The storage operating system
can also be implemented as an application program operat-
ing over a general-purpose operating system, such as
UNIX® or Windows NT®, or as a general-purpose operat-
ing system with configurable functionality, which is config-
ured for storage applications as described herein.

[0007] Disk storage is typically implemented as one or
more storage “volumes” that comprised of a set of physical
storage disks, defining an overall logical arrangement of
storage space. Currently available filer implementations can
serve a large number of discrete volumes. Each volume is
associated with its own file system and, for purposes hereof,
volume and file system shall generally be used synony-
mously. The disks within a volume are typically organized
as one or more groups of Redundant Array of Independent
(or Inexpensive) Disks (RAID). RAID implementations
enhance the reliability/integrity of data storage through the
redundant writing of data “stripes” across a given number of
physical disks in the RAID group, and the appropriate
storage of parity information with respect to the striped data.
In the example of a WAFL file system, a RAID 4 imple-
mentation is advantageously employed. This implementa-
tion specifically entails the striping of data across a group of
disks, and separate storage of parity on a selected disk of the
RAID group. If a single disk in a RAID group fails, then that
RAID group can continue to operate in a degraded mode.
The failed disk’s data can be reconstructed via parity cal-
culations as described generally above. As described herein,
a RAID group typically comprises at least one data disk and
one associated parity disk (or possibly data/parity partitions
in a single disk) arranged according to a RAID 4, or
equivalent high-reliability, implementation. However, other
configurations (e.g. RAID 0, RAID 1, RAID 4, RAID 5, or
RAID DP (Diagonal Parity)) are contemplated. A further
discussion of RAID is found in commonly owned U.S.
patent application Ser. No. 10/394,819, entitled QUERY-
BASED SPARES MANAGEMENT TECHNIQUE, by
Loellyn Cassell, et al., the teachings of which are expressly
incorporated herein by reference.

[0008] As will be described further below, each disk is
divided into a series of regions that allow data writing and
access to occur on the disk in a predictable manner. These
regions include generally a disk label that is used by the
RAID subsystem. The on-disk label is, in essence, self-
describing information for each disk that is actively attached
to the storage system. The labels are used to dynamically
assemble the disks into spare pools and volumes. The
process of assembling disks into volumes or spare pools
according to the disk labels is herein termed “disk label
assimilation.” In the case that the label identifies the disk as
part of a volume, the label is used to construct an in core
configuration tree for that volume, starting from the disk
object level up to the volume object level. Therefore, a label
on a disk identifies that disk’s participation in a RAID group
and, furthermore, that group’s association with plex, mirror
and, ultimately, volume objects in the configuration tree. The
label is located in a well-known location of the disk so that
it can be queried by the RAID subsystem in accordance with
disk label assimilation.
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[0009] The storage system performs assimilation based
upon disk labels and decides whether a given disk is to be
placed into the general configuration of active storage, and
where in the configuration it is to be placed. If a disk is
deemed from its labels to be a “spare” and not part of the
active storage configuration, then it is placed in a spares
pool.

[0010] Other regions define the disk’s table of contents, its
file system area, and a core region, into which coredump
information and other relevant information is stored. The
disk regions are laid out in a logical and predictable manner
within the disk’s storage space. Certain information, like the
table of contents, is located at a known offset so that the
storage system can always access it when the disk is
connected.

[0011] Internally, the file server or filer is a microproces-
sor-based computer in which one or more microprocessors
are interconnected by a system bus to various system
components that may be physically located on a mother-
board and which include a memory, a buffer cache for
storing data and commands, a network adapter for commu-
nicating over the LAN or another network, a firmware
storage device such as an erasable programmable read only
memory (EPROM—which may comprise a flash memory,
that retains power during shutdown), that contains system
firmware (including a boot mechanism), and various storage
adapters for communicating with the physical disks attached
to the filer.

[0012] Typically, disks are physically contained within a
shelf enclosure unit, or “shelf.” A shelf is a physical enclo-
sure that primarily provides power and connectivity to its
disks.

Filer Failure and Coredump

[0013] As used herein, the storage operating system that is
executing on a filer “panics” or “fails” when it detects some
fatal problem which prevents it from continuing to execute.
This can also be called “soft failure” as distinguished from
“hard failure,” which occurs when the filer becomes more
significantly disabled, for example, upon loss of electrical
power or upon a hardware failure. A filer whose storage
operating system panics is herein termed a “failed filer” (or
“failed file server”).

[0014] In order to assist in ascertaining the cause of the
fault (e.g. to “debug” the failed filer), the failed filer or other
storage system typically performs a “coredump,” operation,
in which it writes its current working memory (also termed,
the “coredump”) contents to disk. Later, a coredump recov-
ery process that is termed herein “savecore” reads back the
coredump data and generates a “coredump file,” which it
stores in the failed filer’s root file system for subsequent
access by an appropriate utility. The coredump file contains
an image of the system memory and any non-volatile storage
at the time the panic occurred. The image can be subse-
quently accessed and studied to assist in determining the
cause of the failure event. This information assists in diag-
nosing the fault since it is a picture of the system at the time
the failure occurred.

[0015] As noted below, time is of the essence in a panic
scenario—thus, in order to expedite the complete creation of
the coredump, the coredump operation typically spreads the
coredump across specially allocated core regions located on
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multiple disks. Typically, the coredump is written in (for
example) 3-MB data chunks to the designated region in a set
of non-broken/operative disk currently owned by the failed
filer. When the designated region on a given disk fills up,
that disk is taken out of the list of available disks. The 3-MB
data chunks written to disks are typically uncompressed
where space permits, or can be compressed where space is
at a premium—and this compressed data can be written out
sequentially to disks, rather than “sprayed” across the disk
set, potentially filling some disks before others. Along with
coredump data, a core header is written to the designated
region on each and every disk in the given disk set, and
includes the number of that particular disk within the set, so
that a resulting coredump file can be reassembled from the
disk set at a later time.

[0016] Inthe case of a clustered environment, where more
than one file server may be able to take control of a given
disk set via ownership reservations, the coredump is only
directed to owned disks of the failed filer. Because the
coredump spreads the coredump over multiple disks, those
disks are not otherwise accessible to the partner filer to begin
the takeover process. Rather, the disks remain occupied with
the actions of the failed filer in writing of the coredump.

[0017] Where a coredump procedure is to be undertaken,
upon detection of a failed filer storage operating system, it
is often desirable to employ a single disk to receive the
coredump data, rather than distributing the data across a set
of on-line disks in a “sprayed” fashion. For example, in the
case of a clustered configuration where two or more filers
may be interconnected to provide failover capabilities with
a group of disks, the ability for the failover filer to rapidly
(and in parallel with coredump) gain ownership of all but the
coredump disk greatly speeds takeover. Disk ownership and
the process of coredump concurrent with takeover are
described in detail in the above-incorporated-by-reference
U.S. patent application Ser. No. [Attorney Docket No.
112056-0131], entitled SYSTEM AND METHOD FOR
TAKEOVER OF PARTNER RESOURCES IN CONJUNC-
TION WITH COREDUMP. In other standalone filer/storage
system implementations, the use of a single disk to receive
coredump data is often desirable as well.

[0018] In general, a good candidate as a coredump disk is
one of the available spare disks typically provided in a disk
set for use in volume creation, extending existing volumes,
RAID reconstruction, and other disaster recovery or main-
tenance related operations. In general, reconstruction is an
operation by which a spare disk is allocated to replace an
active file system disk that has failed, parity data is used to
regenerate the data that had been stored on the failed disk,
and the regenerated data is written to the replacement disk.
More particularly, a spare disk is one that is labeled to
indicate that it is a spare and so not currently assigned any
file system data storage functions. It typically stands ready
for use as required by the above named operations. Typi-
cally, a spare disk undergoes formatting to prepare it for use
in normal/regular file services. For example, in the exem-
plary filer storage operating system, a spare disk initially has
a label that indicates its status as a non-formatted spare.
Formatting that spare entails a “zeroing” process by which
a pattern of zeroes is written the disk, followed by a label
update process by which labels are written to indicate this
disk’s table of contents and its status as a formatted spare.
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[0019] In a coredump operation, the system must decide
whether an appropriate candidate for a coredump disk exists,
and if so, which spare disk is the best candidate for becom-
ing a coredump disk. After the coredump is completed, there
must be a mechanism to release the coredump disk status so
that the disk can be redesigned as a “hot” spare.

SUMMARY OF THE INVENTION

[0020] This invention overcomes the disadvantages of the
prior art by providing a system and method for selecting and
communicating a single disk (a “coredump disk™) for use in
a coredump procedure by a failed file server (or filer). In
particular, the failed filer writes the coredump data to a
single “coredump disk.” This enables useful modes of
coredump in both standalone and cluster filer environments.
In all environments, it enables handling of coredump from
very large memory systems with only a few disks, minimi-
zation of wasted disk space due to coredump, and minimi-
zation of the impact on normal/regular file service. For
example, in both standalone and cluster environments, the
use of a single coredump disk that is not involved in regular
file services prevents interference of I/O (input/output)
required for the coredump recovery “savecore” process with
normal file services I/O. In a cluster environment, this
enables a cluster filer to rapidly take over and restore regular
file services on behalf of its partner, because the takeover
can proceed in parallel with an independently of the core-
dump. In a SAN environment with a cluster of tightly or
loosely coupled filers, it enables sharing of a single disk
between multiple filers for coredump.

[0021] In an illustrative embodiment, a selection method
on the failed filer makes a determination of the “best
candidate” to use for the coredump disk by selecting and
ordering disks according to a set of selection criteria.

[0022] A particular ordering scheme for finding the best
candidate may entail identifying disks (or other data storage
devices) in the pool of candidate disks that are available and
sized to receive the coredump. These disks are typically part
of'a pool that is designated as a spare pool by the failed filer,
and/or shared with other filers on a networked storage (SAN,
for example) fabric. Once identified, selecting the best
candidate disk is based upon a predetermined combination
criteria including: (i) which disk of the pool of candidate
disk id adapted to complete reception of the coredump in the
shortest tiem; (ii) which disk of the pool of candidate disks
is adapted to complete reception of the coredump with the
least disruption of the normal file service; and (iii) which
disk of the pool of candidate disks is adapted to receive the
coredump with minimal excess of storage space in the
predetermined coredump storage region after reception is
complete.

[0023] In an illustrative embodiment, the selection
includes: (a) selecting or identifying available disks (from
filer spare pool that may be shared with other filers on a SAN
fabric, or another networked storage architecture) that can
receive a coredump; (b) ordering those disks so as to prefer
disks that are least likely to be needed for file system service;
(c) further ordering disks so as to prefer disks that require the
least preparation to receive a coredump; (d) selecting as the
“best candidate” the first disk in the order after steps a-d.

[0024] Typically, the selection involves writing specific
attributes to labels and headers stored in various regions of
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the coredump disk. Commonly employed attributes may
include ownership of the disk (e.g. owned by the failed filer),
whether the disk is formatted for use as a file system disk,
whether the disk contains a coredump, and if so where on the
disk coredump data resides.

[0025] In the illustrative embodiment, actual coredump
data is written by the failed filer to the region that normally
contains file system data when the disk is used for storing
file system data. Another on-disk attribute is maintained that
indicates the progress of the coredump, including whether
the coredump has completed or aborted. Later, typically
upon reboot or upon takeover by a partner filer in a cluster
environment, a search is conducted to determine whether a
coredump disk owned by the failed filer is present. This
search is typically performed early during the boot or cluster
takeover process, and involves reading back and evaluating
attributes on each disk to determine whether it is a coredump
disk. This process of identifying the coredump disk is
expensive in terms of 1/O, so the labels may be cached to
avoid having to re-read all of the labels again for boot-time
or takeover-time disk label assimilation.

[0026] After normal file services for the failed filer have
been restored, a “savecore” process begins monitoring the
attribute that indicates the progress of the coredump. At the
point that coredump is complete, the savecore process
begins formatting core data in memory and saving the
formatted data, typically to a file on the root file system of
the filer that generated the coredump. Finally, when the
savecore process is complete, the attributes on the coredump
disk are updated accordingly.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] The above and further advantages of the invention
may be better understood by referring to the following
description in conjunction with the accompanying drawings
in which like reference numerals indicate identical or func-
tionally similar elements:

[0028] FIG. 1 is a block diagram of an exemplary filer in
a storage system environment;

[0029] FIG. 2 is a more-detailed block diagram of a filer
that may be used with the present invention;

[0030] FIG. 3 is a schematic block diagram of a storage
operating system for use with the exemplary file server of
FIG. 2 according to an embodiment of the present invention;

[0031] FIG. 4 is a diagram of the mapping of regions of a
storage disk as used in an embodiment of the present
invention;

[0032] FIG. 5 is a flowchart illustrating the sequence of

steps comprising a coredump in the event of a failure or
panic of the filer of FIG. 2;

[0033] FIG. 6 is a flowchart of a procedure for selecting
and preparing a coredump disk from a pool of available
spares by the failed filer; and

[0034] FIG. 7 is a procedure for discovering the coredump
disk upon reboot or recovery of the failed filer of FIG. 2.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

[0035] The teaching of this invention can be adapted to a
variety of storage system architectures, but not limited to, a
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network-attached storage environment, a storage attached
network, and a disk assembly directly attached to a client/
host computer. The term “storage system” should therefore
be taken broadly to include such arrangements. However, it
should be understood that the teachings of this invention can
be applied to any server systems. It is expressly contem-
plated that the various processes, architectures and proce-
dures described herein can be implemented in hardware,
firmware or software, consisting of a computer-readable
medium including program instructions that perform a series
of steps.

[0036] Should the reader already be familiar with the
general discussion of a file server environment and the
process of conducting coredump with a single disk, then he
or she is invited to refer directly to the last section of this
Description entitled Selection of Coredump Disk.

File Server Environment

[0037] FIG. 1 is a block diagram of a filer or file server
150. In this description, the terms “filer,”“file server” and
“storage system” are used synonymously and can refer to
any type of storage system that provides access to a set of
storage disks or similarly functioning media. While the filer
150 is shown as a standalone unit, attached to a shelf 160 of
disks D1-Dn, it is expressly contemplated that this filer can
be part of a network of storage devices or a cluster in which
failover capability is provided as described in the above-
incorporated U.S. patent application Ser. No. [Attorney
Docket No. 112056-0131], entitled SYSTEM AND
METHOD FOR TAKEOVER OF PARTNER RESOURCES
IN CONJUNCTION WITH COREDUMP. Accordingly,
appropriate cluster interconnections for use with a cluster
partner are shown as an option.

[0038] According to FIG. 1, filer 150 is preferably a file
server configured to provide file services relating to the
organization of information on storage devices, such as hard
disks D1-Dn in a disk shelf 160 (or a plurality of disk
shelves), respectively to clients 110 connected through a
network 120. A client 110 may be a general-purpose com-
puter, such as a personal computer (PC) or a workstation,
configured to execute applications over an operating system
that include file system protocols. Moreover, each client 110
interacts with the filer 150 in accordance with a client/server
model of information delivery. That is, a client 110 requests
the services of a filer 150, for example, to retrieve files or
other data containers (e.g. blocks). In this example, clients
110 access the filer 150 via the network cloud 120, switch
135 and any associated physical communication links.

[0039] While not shown, the filer 150 may be part of a
cluster that can, itself, be connected via a network (for
example a Fibre Channel loop) to other clusters or individual
file servers/filers to form a networked storage system (such
as a SAN). Appropriate interfaces and interconnects (not
shown) are provided to each filer and/or disk shelf to
implement such a networked storage arrangement.

[0040] Clients 110 typically communicate with the filer
150 over a network using a known file system protocol
consistent with the operating system running on the client.
The Network File System (NFS) is a file system protocol for
accessing filers in a UNIX environment. The Common
Internet File System (CIFS) is an open-standard, connection
oriented protocol providing remote file access over a net-
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work and is used with filers to provide service to PCs in a
Windows environment. Accordingly, CIFS is widely used
with servers, such as filers, that have PC clients accessing
them.

[0041] The filer 150, in this example, also implements a
non-volatile random access memory (NVRAM) 151 that
ensures fault-tolerant operation in the event of a failure of
the filer. In particular, the NVRAM stores a given amount of
data and information relative to the filers working memory
and retains that data and information until it is committed to
long-term storage at a predetermined “consistency point” in
time.

[0042] The filer 150 also has a conventional Graphical
User Interface (GUI) or Command Line Interface (CLI) 152
that provides a manual interface to the filer for a system
operator.

[0043] FIG. 2 is a more-detailed block diagram 200 of the
exemplary filer 150 comprising a processor 202, cluster
interconnect 153 (where a cluster partner may be present),
NVRAM 151, a memory 204, a storage adapter 206 and at
least one network adapter 208, all of which are intercon-
nected by a system bus 210. The bus 210 can be a conven-
tional peripheral computer interconnect (PCI) bus or another
appropriate internal bus standard.

[0044] In this embodiment, the storage adapter 206 is
connected to disks 216 (D1-Dn in FIG. 1) via a Fibre
Channel link. The filer 150 also includes the preferable
storage operating system 230 stored in memory 204 that
implements a file system to logically organize information
stored as a hierarchical structure of directories and files on
the disks 216. Disks are typically organized as a RAID
(Redundant Arrays of Inexpensive Disks) group to protect
against data loss caused by disk failure in a manner known
in the art. Depending upon the RAID implementation, a
RAID group may be entirely contained within a shelf, or
may span multiple hardware components, including shelves.

[0045] The storage adapter 206 cooperates with storage
operating system 230 executing on processor 202 to access
stored information requested by a client 110, which infor-
mation is stored on hard disks 216 (D1-Dn). Storage adapter
206 includes input/output (I/O) interface circuitry that
couples to the disks 216 over an I/O interconnect arrange-
ment, such as a conventional high-performance, Fibre Chan-
nel serial link topology (not shown). Storage adapter 206
retrieves the stored information and it is processed, if
necessary, by processor 202 (or storage adapter 206 itself)
prior to being forwarded over system bus 210 to a network
adapter 208, where the information is formatted into packets
and returned via a network (not shown) to a client 110 (not
shown in FIG. 2) that requested the information.

[0046] As discussed further below, one or more of the
disks can be designated as spare disks 250. The RAID
implementation determines whether any particular arrange-
ment of spare disks 250 is required with respect both to
hardware, including shelves, and with respect to volumes.
RAID groups, and their associated disks 216.

[0047] Each network adapter in FIG. 2 may comprise a
network interface card (NIC) 208 having the necessary
mechanical, electrical and signaling circuitry needed to
connect a filer to a network node switch (not shown) via the
physical communication links.
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Storage Operating System

[0048] FIG. 3 is a block diagram of an exemplary storage
operating system 300 for use in accordance with an illus-
trative embodiment of this invention. Storage operating
system 300 implements the specialized filer operations of
the Data ONTAP™ storage operating system on each filer.
The storage operating system comprises a series of software
layers, including a media access layer 302 of network
drivers (e.g., an Ethernet NIC driver) that function with
network adapters 208 in FIG. 2. Storage operating system
300 further includes network protocol layers, such as the IP
layer 304 and its supporting transport mechanisms, the
Transport Control Protocol (TCP) layer 306, and the User
Datagram Protocol (UDP) layer 308. A file system protocol
layer includes support for the Common Interface File Sys-
tem (CIFS) protocol 310, the Network File System (NFS)
protocol 312 and the Hypertext Transfer Protocol (HTTP)
protocol 314.

[0049] In addition, the storage operating system includes
a logical volume management (RAID) layer 316 that imple-
ments a disk storage protocol, such as the RAID protocol,
and a disk driver layer 318 that implements a disk access
protocol, such as a Small Computer System Interface (SCSI)
protocol. Included within the disk driver layer 318 is a disk
ownership layer 320, which manages the ownership of the
disks with respect to their related volumes. A disk migration
level 322 is a subset of the disk ownership level 320. In the
event of a takeover, the filer’s cluster partner (if any)
logically assumes ownership of the storage. Briefly, to
accomplish this in one example, the failover monitor layer
340 places its reservation on the disks that are being taken
over.

[0050] The storage operating system also includes the
failover monitor layer or function 340 that governs failover
detection and initiation of takeover by the cluster partner.
The cluster interconnect function 342 is also shown as part
of the storage stack.

[0051] The coredump function 350 interacts with the
RAID layer 316 and disk driver layer 318 to facilitate the
transmission of the coredump in accordance with the teach-
ings of this invention, as described further below.

[0052] Bridging the disk software layers with the network
and file system protocol layers is a file system layer 324 that
controls storage and retrieval of file system data.

[0053] Note that in an alternate embodiment the filer can
be implemented as a multiprotocol storage appliance and the
resident storage operating system can be implemented as a
virtualization system with virtualization modules embodied
as a virtual disk (“vdisk”) module and a SCSI target module
(not shown). The vdisk module is layered on the file system
324 to enable access by administrative interfaces, such as a
streamlined user interface (UI), in response to a system
administrator issuing commands to the multiprotocol stor-
age appliance. In essence, the vdisk module manages SAN
deployments by, among other things, implementing a com-
prehensive set of vdisk (lun) commands issued through the
Ul by a system administrator. These vdisk commands are
converted to primitive file system operations (“primitives”)
that interact with the file system 324 and the SCSI target
module to implement the vdisks. Generally, the file system
layer 324 implements the file system having an on-disk file
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format representation that is a block based. The file system
generated operations to load/retrieve the requested data of
volumes if it not resident “in core,” i.e., in the file server’s
memory. If the information is not is in memory, the file
system layer indexes into the inode file using the inode
number to access an appropriate entry and retrieve a logical
block number. The file system layer then passes the logical
volume block number to RAID layer 316, which maps out
logical number to a disk block number and sends the latter
to an appropriate driver of a disk driver layer 318. The disk
driver layer 318 accesses the disk block number from
volumes and loads the requested data into memory for
processing by the file server. Upon completion of the
request, the file server and storage operating system return
a reply, e.g., a conventional acknowledgement packet
defined by the CIFS specification, to the client over the
network. It should be noted that the software “path” through
the storage operating system layers described above needed
to perform data storage access for the client received the file
server may ultimately be implemented in hardware, software
or a combination of hardware and software (firmware, for
example). This multi-protocol storage appliance arrange-
ment is described in further detail in commonly owned U.S.
patent application Ser. No. 10/216,453, entitled STORAGE
VIRTUALIZATION BY LAYERING VIRTUAL DISK
OBJECTS ON A FILE SYSTEM.

[0054] In a further alternate embodiment of the invention,
some functions performed by the storage operating system
may be implemented as logic circuitry embodied within a
field programmable gate array (FPGA) or an application
specific integrated circuit (ASIC). This type of hardware
implementation increases the performance of the file service
provided by a filer in response to a file system request issued
by a client 110. Moreover, in another alternate embodiment
of the invention, the processing elements of network and
storage adapters may be configured to offload some or all of
the packet processing and storage access operations, respec-
tively, from the processor to thereby increase the perfor-
mance of the file service provided by the filer.

Disk Regions

[0055] While a variety of organizations are expressly
contemplated, an exemplary embodiment, each disk con-
tains a header information region at a standardized sector
location that is known to the storage operating system.
Various entries relative to the disk are provided at fixed
offsets within this known region. As shown in FIG. 4, an
exemplary disk (D1-Dn) is mapped out according to its
storage regions. The RAID layer 316 generally implements
this mapping 400. Note that the description of disk regions
not directly relevant to this discussion are omitted for
brevity. A further description of exemplary regions can be
found in the above-incorporated U.S. patent application Ser.
No. [ Attorney Docket No. 112056-0131], entitled SYSTEM
AND METHOD FOR TAKEOVER OF PARTNER
RESOURCES IN CONJUNCTION WITH COREDUMP

[0056] The bootblock region 402 is contained for example
in the first 1 KB and is reserved for storing information
about how to use the kernel region 404 on this disk, such as
whether a valid kernel is present in the kernel region 404 of
this disk. The region 403 contains the disk TOC (Table of
Contents). The TOC is located at a fixed offset from the
beginning of the disk so it can be easily located. The TOC
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contains the map of all of the regions on the disk, and
generally includes a region type, offset, and size. The TOC
region 403 may also include essential information about the
disk required by the certain versions of the storage operating
system, including the physical size of the disk. Two copies
of'the TOC are stored separately in the TOC region, in order
to reduce the chance that both copies of the TOC are
destroyed by a disk corruption event.

[0057] The kernel region 404 typically occupies for
example the next 20MB of disk storage and provides the
area for storing appropriate portions of the storage operating
system kernel.

[0058] The file system region 408 is used by the file
system layer 324 to store file system data (e.g. data related
to files and directories). The file system region extends to
almost the physical end of the disk’s usable storage sectors.

[0059] Note that the bootblock region 401, the TOC 403,
the kernel region 404 and the file system region 408 are at
a fixed offset from the physical beginning of the disk so as
to be readily and reliably locatable.

[0060] Following the file system region 408 is the core-
dump or “core” region 410. This region is formed from
excess free space at the physical end of the disk. Its size is
limited according to the present embodiment due to the
presence of additional regions to be described below. The
core region 410 contains a core header (or core region
header) 412 having a magic number 413. The magic number
is stored in the first few bytes of the core header where it is
readily located and scanned by both the failed and takeover
partner filer. This magic number is, in essence, a coredump
attribute designating whether or not a coredump is present,
along with other status data. For example (see also below)
the attribute might take the values of “no coredump,”core-
dump in progress,” or “coredump complete.” Hence, by
scanning this attribute, a partner filer can determine whether
it may initiate a takeover of a particular disk by checking its
coredump attribute status and then placing reservations on
inactive disks.

[0061] The remaining region 414 of the core region 410 is
used to store a portion of the coredump according to the
prior implementation. This region 414 is insufficient in size
to store the entire coredump, however. A larger region is
provided as described below, nevertheless, the core header
412 and magic number information remains in place so as to
be readily locatable by the operating system.

[0062] In the illustrative embodiment, the label region 1
(420) and the label region 2 (421) follow the core region
410. These regions each contain a copy of the disk label,
which describes whether a disk is a spare disk, or if the disk
is in use for normal file service. If the latter is the case
(normal file service), then additional information in the
labels describes the RAID group, plex, mirror and volume
with which this disk is associated. In order to reduce the
chance that both copies of the label are destroyed by a disk
corruption event, the labels are spaced apart. After label
region 1 (420), a region 422 of 1 MB is reserved for use by
the RAID system.

[0063] Note that the regions at the end of the disk,
including the label regions (420 and 421), and the RAID
region 422, are located at a fixed offset from the physical end
of the disk.
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[0064] In general, while a particular layout for disk
regions is shown and described, this is only one illustrative
example and a variety of layouts with a variety of types of
regions can be provided. Some regions may be at fixed
offset, while others are variable and utilize (for example)
pointers for data indexing. In addition, the nature and
information content of the regions provided on the disk can
be varied. In alternate embodiments, specialized/discrete
regions can be provided for specific information types.
Similarly, certain disk information can be included in other
regions than those in which such information is contained in
this example. In general, the disk should provide a mapping
of regions that leads to (among other goals) a predictable
identification of contents, the existence of coredump data
and status of such data.

Coredump Disk

[0065] Notably, the illustrative embodiment contemplates
that a spare disk (or another inexpensive dedicated disk,
such as a conventional ATA/IDE disk) is used to store the
entire contents of the coredump. By assigning the coredump
to a single spare or dedicated disk, all other disks owned by
the failed filer (active file system disks and other spare disks)
can participate in the takeover process while the coredump
proceeds in parallel (e.g. contemporaneously). The spare
disk is mapped generally in accordance with FIG. 4 as
described. However, the core region 410 is now used mainly
to store the magic number 413 related to coredump status
and header information 412 that points into the file system
region 408. The file system region on the spare disk is used
to store coredump data. Accordingly, this area contains
sufficient storage for a large coredump on a single disk. In
this manner, the spare or other designated disk can be
employed to receive the coredump whilst other disks are
recovered and assimilated for normal file service.

Coredump Procedure

[0066] FIG. 5 is an exemplary flow chart of a procedure
500, which the exemplary filer undergoes in the event of a
panic or failure so as to execute a coredump. It should be
understood by those skilled in the art that some steps may be
taken out of order, and that other intermediate steps not
herein described may be taken without departing from the
spirit of the invention.

[0067] In step 502, the filer operates normally and moni-
tors its own operational status to detect a problem in its
operation. Once the filer detects a failure or panic, it locates
a single disk (typically a designated spare disk) to write its
entire memory to as a coredump (step 504). The selection
and manipulation of an appropriate disk to act as the
coredump disk in accordance with an illustrative embodi-
ment of this invention is described further below with
reference to the procedure 600 shown in FIG. 6. In general,
a disk is selected that is not otherwise used in regular file
services. Such “file service” generally includes the handling
and storage of data that is related to or requested by clients
or that is otherwise needed for operation of the network (e.g.
SAN) to which the filer is connected. As such, a spare disk
associated with the failed filer is a good choice for the
coredump disk as it is not presently involved in file service
or network operations. Further, a nonformatted spare is a
better choice than a formatted spare. This is for two reasons.
First, the file system zone of the coredump disk will have
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had coredump data written to it, so at least that region must
be zeroed. Second, it is preferable to avoid formatting spares
multiple times.

[0068] At step 506, the filer writes its memory (and
NVRAM) contents onto the selected coredump disk. When
the coredump completes (if at all), the filer then changes a
designated coredump attribute area (the magic number 413
in FIG. 4) on the selected coredump disk to indicate comple-
tion (step 508).

[0069] After completing coredump, the filer initiates a
reboot procedure (step 510). Upon reboot, the now properly
functioning filer (or a taking-over filer in the case of the
above-referenced related patent application) reviews the
label regions (420 and 421) and the core region 412 to
identify the coredump disk. The identification of the core-
dump disk in accordance with an illustrative embodiment of
this invention is described further below with reference to
the procedure 700 shown in FIG. 7. In general, the labels for
all disks are examined to find those that are labeled as a
non-formatted spare. The labels are cached for later use in
boot time or takeover time disk label assimilation. Then the
core header on each non-formatted spare disks is examined
in order to identify the coredump disk.

[0070] Note that it is possible to change from a single disk
coredump to a standard “sprayed” coredump across a num-
ber of active disk core regions. This may occur if a single
coredump disk is unavailable based upon a number of
selection factors described below. In this case, the completed
coredump is distributed in the standard core region of each
disk, and upon reboot, the labels of the disks will reflect this
state. Where a sprayed coredump is detected, standard
post-reboot/recovery coredump procedures are then used.

[0071] Inthe procedure 500 of FIG. 5, reboot (specifically
boot time disk label assimilation) is completed with the
cached labels. Based upon these labels, client access to
noncoredump/normal file system disks is restored as soon as
practicable. This is particularly facilitated, since, based upon
the caching of labels, they do not need to be reread for disk
label assimilation to occur. After completing boot-time disk
label assimilation, the cached labels may be freed (step 514).

[0072] Having identified the coredump disk (step 512 and
procedure 700), the filer then attempts to access the com-
plete coredump in step 516. The coredump data on the
coredump disk is formatted and written to the root file
system as a coredump file (step 518). The coredump file may
include various diagnostic aids, such as bookmarks, indices
and the like, or may be only raw data from the failed filer’s
memory. According to an illustrative embodiment, while a
coredump file is created, any access to the coredump disk for
the purpose of a RAID reconstruction is prevented (since a
spare disk is normally available for such reconstruction
purposes). After writing out the coredump file, the coredump
disk can be returned to the status of a “hot” spare disk (step
520). Since the coredump disk labels already indicate that it
is a non-formatted spare, its return is accomplished by
rewriting the core region header attribute (413) to indicate a
status of “no coredump.”

[0073] Note that the core region header is used generally
to ascertain the status of the spare as a coredump disk, and
can be changed as needed. For example, the attribute can
either denote a coredump state in which a coredump is
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active, completed, and/or progressing —for example “core-
dump in progress” or “coredump complete. Conversely the
attribute can denote a non-coredump state wherein a core-
dump is not present/non-active or has been aborted prior to
completion—for example, “no coredump” or “aborted core-
dump.” It is contemplated that use of a particular “aborted
coredump” attribute, rather than simple “no core dump” may
provide diagnostic information in certain embodiments.
Also, in alternate embodiments that a partially written
coredump may be preserved as a file in a manner similar to
a complete coredump. In the illustrative embodiment, how-
ever, an aborted coredump causes the reboot to proceed as
if no coredump was ever written.

[0074] While a disk is identified as a coredump disk it
cannot be used for other normal/regular file services. This
means that its is not available during the coredump operation
as a “hot” spare for replacing a failed disk in a RAID group,
nor can it be used for creating new volumes, mirroring
existing volumes or increasing the size of an existing
volume. During the coredump process, users attempting to
access the disk will be provided with a message or other
indicator stating that the coredump disk is occupied dump-
ing or saving core memory data.

Selection of Coredump Disk

[0075] FIG. 6 details a procedure 600 for the selection of
a coredump disk from a pool of candidate disks, typically
drawn from the available spares associated with the failed
filer. This procedure 600 is referenced in association with
step 504 described above. After a panic occurs and the
coredump utility 350 (FIG. 3) is notified, the coredump
procedure begins (step 502). Disks from the failed filer’s
spare disk pool are selected (step 602). These disks are
useful as they are not currently involved in normal file
services, and will not interfere with such operations. In
addition, since they are not involved in file service, their
applicable file system region 408 (FIG. 4) is generally free
of data and can be employed in coredump storage.

[0076] A further selection criteria is then employed by the
procedure 600, in which the spare disks must have a core
region 410, including a core header 412, and sufficient file
system region 408 size to ensure storage of the coredump in
its entirety (step 604). Some spare disks may not contain
sufficiently large file system regions. The needed size is
determined by studying the labels to determine available
space (number of sectors, etc. and comparing it against a
failed filer’s on-line (and NVRAM) memory storage size.
This storage size can be an actual amount of data currently
stored in memory and NVRAM or a fixed number repre-
senting a maximum storage volume for the memory and
NVRAM.

[0077] 1If no spare disks, or disks otherwise usable by
coredump, are present (e.g. spares exist, but are needed for
RAID reconstruct as described below), then the procedure
600 aborts or reverts to a conventional sprayed coredump. If
only one usable spare disk is available, then it is the selected
candidate. If more than one usable spare disk is available,
then the procedure 600 attempts to locate the best spare for
use. There are a variety of criteria that can be used to
determine the best spare. Once disks of sufficient size are
culled, in this embodiment, the first preference for a core-
dump disk candidate is given to disks that are least likely to
be needed for normal file service (step 606). In particular,
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spare disks whose physical attributes (i.e., speed, sector size,
capacity, etc.) are least similar to those of disks in use for
normal file service, and so are least suited for addition to
existing volumes, as replacement disks for reconstruction, or
for other disaster recovery related use, are chosen and
prioritized.

[0078] Next, the prioritized disks are ordered in terms of
the amount of preparation needed to receive a coredump
(step 608). Disks that are formatted require generally more
preparation as they require labels to be updated to indicate
that the disk is a nonformatted spare and the updated labels
written to the label regions 420 and 421 on disk. Hence a
non-formatted spare is preferred. Such a non-formatted
spare disk has its regions mapped as shown generally in FIG.
4. As such, the non-formatted spare has a prepared core
region (410) and file system region (408) that are readily
written-to by the coredump process without further delay. If,
however, a non-formatted spare is not available, the proce-
dure 600 next looks for a spare that is in the process of being
formatted. Such a spare may be usable, as needed labels for
the coredump may still remain intact if the preformatting has
not proceeded too far. Finally, if no non-formatted or in-the-
process of being formatted spare disk is located by the
procedure 600, then a formatted spare, if available, is used.
In accordance with the decision block 612, the procedure
determines whether the selected spare disk is still labeled in
accordance with the format of FIG. 4. If not, then extra steps
must be undertaken to format the disk with needed labels
before is can receive the core magic number information
(e.g. “coredump in progress”) and the contents of the
coredump. Based upon the ease of writing the coredump, the
best candidate is finally selected (step 610).

[0079] Having determined whether any formatted disk
exists, decision step 612 then determines whether the can-
didate was formatted for file system use. If not, the proce-
dure branches to step 614, in which the selected disk is
flagged with the indicator that a coredump is in progress.
This prevents the use of the disk inadvertently as a file
system disk as the failure and recovery progresses, but
before coredump is complete. If, however the disk is non-
formatted, then the procedure branches to step 616, where a
“not-formatted” flag is appended to the disk. The procedure
then moves to step 614 where the disk is further flagged with
a coredump in progress flag. Because the disk is flagged as
“not formatted, ” following coredump or abort of the core-
dump, the system will note the nonformatted status of the
disk and move (at a convenient time) to format the disk so
that it is again available for file system use.

Identification of Coredump Disk

[0080] FIG. 7 describes a procedure 700 for the discovery
and handling of the coredump disk selected in the procedure
600 of FIG. 6. This procedure is referenced generally in step
512 of FIG. 5. The RAID layer 316 of the recovering filer
initially reads the disk labels of all connected disks and
caches the information in its memory for later use (step 702).

[0081] Using the cached labels, the procedure 700 iden-
tifies any spare disks within the overall set of disks, and then
the labels of these spares are further searched to locate a
spare that is “not formatted” for file system use (step 740).
This serves to locate the selected disk processed through
decision step 612 (FIG. 6).

[0082] The procedure 700 then searches among the cached
labels for a core region among the non-formatted spares for
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one containing the magic number indicating a coredump
disk (step 706). The identity of this flagged coredump disk
is noted by the filer. Finally, upon completion of the reading
of all core headers in the applicable group, the procedure
700 makes the positive determination of the coredump disk
based upon each of the search criteria above (step 708).

[0083] Note that the particular order/hierarchy of identi-
fication steps can be varied or combined in alternate embodi-
ments.

[0084] Also note, in certain instances, the coredump disk
may be needed immediately for normal storage operations,
and thus must be shifted to the available disk pool before
completion of the coredump or coredump file creation. If the
coredump disk is needed during coredump, then a special
“kill” signature can be written to the core header 412 on the
coredump disk. The coredump function in the failed filer
scans for this header, and when encountered, terminates the
coredump operation.

[0085] The foregoing has been a detailed description of an
illustrative embodiment of the invention. Various modifica-
tions and additions can be made without departing from the
spirit and scope of the invention. For example, while files
and directories are denoted herein, the data can be organized
around a variety of data structures and the terms “file,”“file
system,”“directory” and the like should be taken broadly to
include a variety of “data structures,”“data sets,” or “data
organizations.” Likewise, while the disk RAID layer 316
utilizes a RAID organization, it is contemplated that a
variety of storage arrangements can be employed. Similarly,
while the storage devices described herein are disks, the
principles of this invention can be applied to a variety of
storage devices or media including, but not limited to,
electro-optical, solid-state, magnetic, and the like. Further,
while a single disk is used as a coredump disk, there may be
alternate embodiments in which more than one coredump
disk or “storage device” is used to store a coredump. Finally,
it should be understood that any and all of the principles
described herein can be implemented as hardware, software
that consists of a computer readable medium executing
program instructions on a computer, or a combination of
hardware and software. Accordingly, this description is
meant to be taken only by way of example, and not to
otherwise limit the scope of this invention.

What is claimed is:

1. A method for selecting a coredump disk from a set of
disks owned by a failed server into which memory data
(“coredump”) of the failed server is stored, the method
comprising the steps of:

(a) identifying available disks that can receive a core-
dump;

(b) ordering the disks identified in step (a) so as to prefer
disks that are least likely to be needed for normal
service by the server;

(c) further ordering the disks so as to prefer disks that
require a least amount of preparation to receive a
coredump; and

(d) selecting as a best candidate for use as the coredump
disk a first one of the disks in the order after steps (a),
(b), (¢) and (d).
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2. The method as set forth in claim 1 further comprising,
determining whether the selected coredump disk is format-
ted for use in normal service and if formatted, writing a
“not-formatted” attribute to labels of the coredump disk.

3. The method as set forth in claim 1 further comprising,
maintaining an attribute in a core region header of the
coredump disk to indicate the current status of the core-
dump, the status including each of “complete coredump,
”“no coredump,”“coredump in progress” and “coredump
aborted.”

4. The method as set forth in claim 3 further comprising,
writing a “coredump in progress” signature to the coredump
disk so as to prevent the coredump disk from being used for
normal file service including updating the coredump status
attribute to indicate the status of “coredump in-progress”
and writing the updated “coredump inprogress” coredump
status attribute to the core region header of the coredump
disk.

5. The method as set forth in claim 1 further comprising
providing pointers in the core region header that point to a
file system region of the coredump disk in which the
coredump is stored.

6. The method as set forth in claim 5 further comprising,
writing the coredump to the file system region.

7. The method as set forth in claim 1 further comprising,
where a spare disk is unavailable for selection as the
coredump disk, providing coredump data to a core region in
each of the set of disks in a distributed manner and, after one
of either the rebooting by the failed filer or taking-over
ownership of the set of disks by the taking-over ownership
other filer, formatting and writing the data of the coredump
to a root file system of either of the rebooted failed filer or
the taking-over ownership other filer, respectively.

8. A method of identifying a coredump disk, during one of
either rebooting by the failed filer or taking-over ownership
the set of disks by another filer, from a set of disks owned
by a failed filer into which memory data (“coredump”) of the
failed filer is stored, the method comprising the steps of:

locating the coredump disk by reading labels on the disks
of the set of disks to locate any of the disks that are
non-formatted spare disks;

caching the labels for later use by a disk label assimilation
process; and

reading a core region header in a respective label of the
cached labels of each of the non-formatted spare disks
to locate a coredump status attribute in the respective of
the labels.

9. The method as set forth in claim 8 further comprising,
freeing the cached labels after either one of the rebooting or
taking-over ownership occurs and the disk label assimilation
process completes.

10. The method as set forth in claim 8 further comprising,
detecting a completed coredump in the coredump disk by
locating a coredump status attribute in the coredump disk
and thereafter formatting and writing data of the coredump
to a root file system of either the rebooted failed filer or the
taking-over ownership other filer.

11. The method as set forth in claim 10 further compris-
ing, returning the coredump disk to a “hot” spare status from
a status in which the coredump disk is unavailable for use in
normal file service including updating the coredump status
attribute to indicate a status of “no coredump” and writing
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the updated “no coredump” coredump status attribute data to
the core region header of the coredump disk.

12. The method as set forth in claim 10 further compris-
ing, writing a “coredump in progress” signature to the
coredump disk so as to prevent the coredump disk from
being used for normal file service including updating the
coredump status attribute to indicate a status of “coredump
in-progress” and writing the updated “coredump inprogress”
coredump status attribute to the core region header of the
coredump disk.

13. The method as set forth in claim 8 further comprising,
where a spare disk is unavailable for selection as the
coredump disk, providing coredump data to a core region in
each of the set of disks in a distributed manner and, after one
of either the rebootming by the failed filer or taking-over
ownership of the set of disks by the taking-over ownership
other filer, formatting and writing the data of the coredump
to a root file system of either of the rebooted failed filer or
the taking-over ownership other filer, respectively.

14. A method returning a coredump disk, selected from a
set of disks owned by a failed filer into which memory data
(“coredump”) of the failed filer is stored, back to a “hot”
spare status comprising the steps of:

recognizing an event that requires a spare disk to be made
available; and

writing a “kill” signature to a core region header of the
coredump disk in order to return the coredump disk as
soon as practicable to the “hot” spare status.

15. The method as set forth in claim 14 wherein the step
of writing includes updating a coredump status attribute in
the core region header to indicate a “no coredump” status
from one of at least of “coredump in-progress™ status or a
“coredump complete” status and writing the updated core
region header to the coredump disk.

16. A disk mapping layout for a spare disk that is one of
a set of disks owned by a failed file server into which
memory data (“coredump”) of the failed file server is stored
comprising:

a disk table of contents (TOC) region including a disk
TOC that maps a plurality of regions on the disk;

a core region that stores an identifier indicating a status of
the disk including at least one of a no-coredump status,
a coredump in-progress status, a coredump complete
status and a coredump aborted status; and

a file system region including storage space for the
pointed-to by the core region that is adapted to store a
complete coredump data therein so as to define the disk
as a dedicated coredump disk.

17. The disk mapping layout as set forth in claim 16
further comprising a pair of disk labels regions located at a
fixed offset and remote from each other so as to minimize
risk of loss of labels data.

18. A method for selecting from a pool of candidate data
storage devices owned by a server that includes a set of data
storage devices with which normal file service by the server
is performed, a best candidate data storage device for
receiving in a predetermined coredump storage space from
the server memory contents (a “coredump’) comprising the
steps of:

identifying data storage devices in the pool of candidate
data storage devices that are available and sized to
receive the coredump; and
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selecting the best candidate data storage device based
upon a predetermined combination criteria including:
(1) which data storage device of the pool of candidate
data storage devices is adapted to complete reception of
the coredump in the shortest time; (ii) which data
storage device of the pool of candidate data storage
devices is adapted to complete reception of the core-
dump with the least disruption of the normal file
service; and (iii) which data storage device of the pool
of candidate data storage devices is adapted to receive
the coredump with minimal excess of storage space in
the predetermined coredump storage region after recep-
tion is complete.

19. The method as set forth in claim 18 wherein the step
of identifying further comprises selecting any available
spare data storage device from the pool of candidate storage
devices.

20. The method as set forth in claim 19 wherein the step
of selecting further comprises:

(a) selecting from the identified spare data storage devices
those having a core region, including a core region
header;

(b) further selecting from the identified spare data storage
devices in step (a) those having a file system region of
sufficient space to receive the coredump; and

(c) ordering the identified spare data storage devices
selected by steps (a) and (b) so as to prefer data storage
devices least likely to be needed for normal file service
by the file server;

(d) further ordering the identified spare data storage
devices so as to prefer the disks requiring a least
amount of preparation to receive the coredump; and

(e) selecting as the best candidate, the one of the identified
data storage devices, which is the first data storage
device yielded after the steps (a), (b), (c) and (d).

21. A computer-readable medium including program
instructions for selecting from a pool of candidate data
storage devices owned by a server that includes a set of data
storage devices with which normal file service by the server
is performed, a best candidate data storage device for
receiving in a predetermined coredump storage space from
the server memory contents (a “coredump”), the program
instructions performing the steps of:

identifying data storage devices in the pool of candidate
data storage devices that are available and sized to
receive the coredump; and

selecting the best candidate data storage device based
upon a predetermined combination criteria including:
(1) which data storage device of the pool of candidate
data storage devices is adapted to complete reception of
the coredump in the shortest time; (ii) which data
storage device of the pool of candidate data storage
devices is adapted to complete reception of the core-
dump with the least disruption of the normal file
service; and (iii) which data storage device of the pool
of candidate data storage devices is adapted to receive
the coredump with minimal excess of storage space in
the predetermined coredump storage region after recep-
tion is complete.
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22. The computer-readable medium as set forth in claim
21 wherein the step of identifying further comprises select-
ing any available spare data storage device from the pool of
candidate storage devices.

23. The computer-readable medium as set forth in claim
21 wherein the step of selecting further comprises:

(a) selecting from the identified spare data storage devices
those having a core region, including a core region
header;

(b) further selecting from the identified spare data storage
devices in step (a) those having a file system region of
sufficient space to receive the coredump; and

(c) ordering the identified spare data storage devices
selected by steps (a) and (b) so as to prefer data storage
devices least likely to be needed for normal file service
by the file server;

(d) further ordering the identified spare data storage
devices so as to prefer the disks requiring a least
amount of preparation to receive the coredump; and

(e) selecting as the best candidate, the one of the identified
data storage devices, which is the first data storage
device yielded after the steps (a), (b), (¢) and (d).

24. A system for selecting from a pool of candidate data
storage devices owned by a server that includes a set of data
storage devices with which normal file service by the server
is performed, a best candidate data storage device for
receiving in a predetermined coredump storage space from
the server memory contents (a “coredump’) comprising the
steps of:

an identifier that identifies data storage devices in the pool
of candidate data storage devices that are available and
sized to receive the coredump; and

selector that selects the best candidate data storage
device based upon a predetermined combination crite-
ria including: (i) which data storage device of the pool
of candidate data storage devices is adapted to com-
plete reception of the coredump in the shortest time; (ii)
which data storage device of the pool of candidate data
storage devices is adapted to complete reception of the
coredump with the least disruption of the normal file
service; and (iii) which data storage device of the pool
of candidate data storage devices is adapted to receive
the coredump with minimal excess of storage space in
the predetermined coredump storage region after recep-
tion is complete.

25. The system as set forth in 24 wherein the identifier is
constructed and arranged to select any available spare data
storage device from the pool of candidate storage devices.

26. The system as set forth in claim 25 wherein the
selector is constructed and arranged to:

(a) select from the identified spare data storage devices
those having a core region, including a core region
header;

(b) further select from the identified spare data storage
devices in step (a) those having a file system region of
sufficient space to receive the coredump; and

(c) order the identified spare data storage devices selected
by steps (a) and (b) so as to prefer data storage devices
least likely to be needed for normal file service by the
file server;
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(d) further order the identified spare data storage devices
so as to prefer the disks requiring a least amount of
preparation to receive the coredump; and

(e) select as the best candidate, the one of the identified
data storage devices, which is the first data storage
device yielded after the selector performs (a), (b), (c)
and (d).

27. A method releasing a coredump disk, selected from a
set of disks owned by a failed filer into which memory data
(“coredump”) of the failed filer is stored, back to a status as
a spare disk comprising the steps of:

maintaining the coredump disk as a discrete dedicated
disk for receiving the coredump and not available for
normal file service by the failed filer; and

releasing the coredump disk from being the dedicated disk
in response to at least one of either (a) completion of
the receipt of the coredump and transfer of the core-
dump data to a predetermined data structure for sub-
sequent access or (b) abort of the coredump before the
completion and transfer.
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28. The method as set forth in claim 27 wherein the step
of releasing includes writing an attribute to a header of the
coredump disk that is identified by either of the failed filer
or another filer taking-over ownership of the set of disks as
no longer indicating a coredump status.

29. A utility for retrieving coredump data a coredump
disk, selected from a set of disks owned by a failed filer into
which memory data (“coredump”) of the failed filer is
stored, comprising:

a reader that scans disk labels of the set of disks to locate
a label indicating the coredump disk with coredump
being present in a file system region thereof; and

a writer that writes the coredump in file system region of
the coredump disk to a root file system of one of either
the failed filer or another filer taking-over ownership of
the set of disks.



